Policy Manual Revisions 2017

7.8.2 Safety Incidents Notifications

Employees shall immediately notify their immediate Supervisors of every injury or accident regardless of
their scope or severity by the end of their shift. Failure to follow required procedures, directives,
policies, rules, supervisory orders, or safe work habits will result in corrective or disciplinary action up to
and including discharge.

To comply with changes in OSHA law.
11.2.3 Use of Leave

Annual Leave shall be taken in units of 30 minutes or more. Only scheduled work days shall be counted
in calculating the amount of leave used.

Available leave baranees- balances shall be considered those that appear on the employees pay stub.
To correct typo.

11.14 Leave for Parental Involvement in Schools

Employees shall be granted four hours of leave per school year

To clarify the time period in which the leave can be taken.

15.5 Post-accident Testing i

Post-accident drug testing shall be administered only when reasonable suspicion exists. See Policy 15.6

To comply with changes in OSHA law that no longer allows for automatic post-accident drug testing.
Post-accident drug testing will occur only when reasonable suspicion exists as outlined in policy 15.6.

15.6 Reasonable Suspicion Testing @



All employees of Gaston County must submit to a drug and/or alcohol test, if in the opinion of a
supervisor within the employee’s chain of command, reasonable individualized suspicion exists that
an employee is impaired.

26.7 Remote Access I

Remote access to Gaston County systems (access to Gaston County systems from external systems, e.g.
via the Internet) consumes technology resources above and beyond those required for local access. The
Information Technology Department will review requests and grant remote access based upon business
cases and resources available.

Approved Gaston County employees may utilize the benefits of Remote Access, which are a "user
managed" service. This means that the user is responsible for selecting an Internet Service Provider
(ISP), coordinating installation, and paying associated fees for user’s connectivity to the internet.

This policy also applies to all Gaston County employees, contractors, consultants, temporaries, and
other workers including all personnel affiliated with third parties utilizing VPNs to access the Gaston
County network. This policy applies to implementations of Remote Access.

e |tis the responsibility of employees with Remote Access privileges to ensure that unauthorized
users are not allowed access to Gaston County internal networks.

e VPN use is to be controlled using either a one-time password authentication such as a token
device or a public/private key system with a strong passphrase or two factor authentication
which is combination of both a password and token device.

e When actively connected to the corporate network, VPNs will force all traffic to and from the PC
over the VPN tunnel: all other traffic will be dropped.

e Dual (split) tunneling is NOT permitted; only one network connection is allowed. When you are
connected to the Gaston County network there will be no access to non-County resources.

e VPN gateways will be set up and managed by Gaston County network operational groups.

e All computers connected to Gaston County internal networks via VPN or any other technology
must use the most up-to-date anti-virus software that is the corporate standard.

e VPN users will be automatically disconnected from Gaston County's network after thirty minutes
of inactivity. The user must then logon again to reconnect to the network. Pings or other
artificial network processes are not to be used to keep the connection open.

e The VPN concentrator is limited to an absolute connection time of 24 hours.

e Users of computers that are not Gaston County-owned equipment may not connect their
personal PC’s to Gaston County’s VPN.

e Only Gaston County approved VPN clients may be used.

e |n order to utilize personal equipment, users must access the County’s network with the Citrix
portal.

26.7.1 Policy Compliance



The Infosec team will verify compliance to this policy through various methods, including but not limited
to, business tool reports, internal and external audits, and feedback to the policy owner.

Any exception to the policy must be approved by Gaston County IT in advance.

An employee found to have violated this policy may have their remote access revoked or be subject to
other disciplinary action.

Additions to outline the specifics of the policy.
26.13 Cell Phones and Mobile Devices

It is the policy of Gaston County to provide cell phones or other mobile devices to employees for
business use when use of such telephones will increase the level of service provided to the County’s
customers, increase the level of safety for the applicable County employee, reduce cost of providing
services, and/or satisfy legal requirements.

26.13.1 Procurement/Activation n

Only the CIO or his/her designee in the Information Technology Department is authorized to contact the
County’s current cellular phene provider to procure/activate new or replacement cell phones. Other
employees are prohibited from entering into cellular phere agreements with eelularphene providers
for County cellular devices phenes.

26.13.6 Cell Phone and Mobile Device Ownership

Cellular devices and cell phone numbers are the property of Gaston County and are non-transferrable to
employees. For example, if you are separated from the County (voluntarily or involuntarily), you will not
be allowed to transfer your County cell number to a personal phone.

To add mobile devices to the policy and clarify ownership.
26.14 Storage Media Recycling and Disposal ri

The purpose of this section is to ensure that all digital media is properly recycled or disposed of for
reasons pertinent to data security, software license protection, and in compliance with environmental
regulation. If a hard disk, tape, CD, DVD, ZIP disk, USB thumb drive, diskette, or other storage device can
be re-used, users should erase the existing data from the device and continue to use it, or make it
available for someone else to use. If the digital media is unusable, or is no longer needed, it should be
sent to IT Operations for destruction.

To add USB’s to the list of media storage.





